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7. ZECURION

O KOMINAHUA

Zecurion — Beaywmm pa3paboTymK CUCTEM 3aLLUTDI
MHpopMaLUMKM OT BHYTPEHHUX yrpo3. KoMmnaHua Zecurion
ocHoBaHa B 2001 roay v aBngeTcqa MHHOBALMOHHOW KOM-
NnaHWewn U NepBbiM POCCUNCKUM pa3paboTumMKom rmbpua-
HbIX DLP-cucteMm. NMpoayKTbl KOMNAaHUM NO3BONASAKOT MUHU-
MU3UPOBATb PUCKU YMbILLNIEHHOW U CNNYYaNHOMN YTEUKMU
KOpnopaTtuBHOM MHOpMaLUN.

JInHelka npoayKToB Zecurion peanusyeT MOJHbIM CMEeKTP 3aluTbl MHPOPMaLMK OT MHCANLEPOB:
KOHTPO/Ib BCEX MOTEHLMANbHbIX KAHAIOB YTEYKM, BEAEHWE apXMBa AENCTBUI COTPYAHMKOB, 3aLLUTY
AAHHbIX B NPOLIECCE MCNOMb30BAHUS U XPaHEHUS, @ TaKxKe yrnpaBieHne JOCTYNOM Nob3oBaTenen
K KOpPMOPaTUBHOM CETU, NPUNOXKEHNIM U KOHDUAEHUMANbHOM UHPOpMaLmMK. Mcnonb3oBaHue
DLP-peweHnuit koMnaHun obecneynBaeT KOMMIEKCHYHO 3aluTy MHGOPMALIMKM OT yTeuek

Ha MPOTSHXKEHMM BCETO €€ XXM3HEHHOro LMKIa — OT CO34aHUS A0 3anuCKU B apXMB UK YAANEHUS.

Komnanusa Zecurion 10 net npodeccroHanbHO 3aHMMaeTcs BonpocamMmu MHGOPMaLMOHHOM 6e3onacHoCTy.
C 2001 ropa Zecurion siBnseTcsa Maepom B 06nacTv WMdpoBaHU AaHHbIX, a ¢ 2006 roga paspabatbiBa-
€T MHHOBALMOHHbIE peLleHns ANs 3aLimTbl OT yTevek MHGopmaumu. Cpean CoOBpeMeHHbIX NMPOAYKTOB,
npeacTaBieHHbIX Ha poiHke DLP, pewenuns Zecurion npu3HaHbl CaMbIMU TEXHOIOTMYHBIMM (1O BEPCUM
aHanuTuuyeckoro ueHTpa Anti-Malware.ru). B 2012 rogy koMnaHus nposena pebpeHanHr, NpekpaTus
Mcnonb3oBaHue ctaporo HaseaHusa SECURIT.

bnarogaps MHHOBALMOHHbLIM NMOAXOAAM M OPUEHTUPOBAHHOCTM peLIeHUit Ha TpeboBaHUa 6usHeca
KOMIM/IEKCHbIE CUCTEMbI Zecurion Ha TEKYLWMIA MOMEHT ncnonb3yotcs 6onee yem B 7 000 opraHusaumii.
Komnanuio Zecurion noanepxusatot 6onee 40 61M3Hec-napTHEPOB U3 Pa3InyHbIX pernoHoB Poccum

n CHT, ctpaH A3umn 1 TuxookeaHckoro permoHa, Esponbl 1 CLUA.



7. ZECURION

DLP pacwudposbiBaetcs kak Data Loss Prevention u ncnonb3yetcs ans 0603HaveHns NpoayKToB
M CUCTEM N4 3alWMTbl OT yTeuek MHbopMaLmu.

DLP-cucteMbl HanpaeieHbl HA MUHMMU3ALMIO PUCKOB BHYTPEHHMX Yrpo3 MHGOpMaLMOHHOM 6e3onacHoc-
T, WU, UHBIMW CI0BAMMU, HA 3aLLMTY KOPNOPATUBHOM MHMOPMaLLIMK OT MHCaNAepOB. MHcaraepamu
ABNSAOTCA AaBCOMOTHO BCE COTPYAHMKM KOMMAHUK, BEAb YTEUKM MOTYT MPOUCXOAMTb HE TOJIbKO MO 3/10MYy
YMBbIC/TY, HO U MO HEBHUMATENbHOCTU COTPYAHMKOB MUSIM HE3HAHUIO NPaBWi MHGOPMALMOHHOM 6e3onacHoc-
1. bonee TOro, cornacHo cratucTuke, cebie 80 % 3aperncTpMpoBaHHbIX MHUMAEHTOB NPUXOAMUTCS UMEHHO
Ha cyyanHble yTeukun. BnpoueM, Hactosiwas DLP-cuctema npenycmatpmBaeT BCe BO3MOXHbIE CLLEeHapuu U1
3alMLLAET Kak OT CIy4aiHbIX yTeyeK, Tak U OT HAMEePEHHOM Kpaxu MHDOpMaLMK COTPYLHUKAMM.

CyLlecTByeT MHOXECTBO NOAXOA0B K Knaccudukaummn DLP-cuctem, ogHako 6onee-mMeHee ycTosBLUMeCs
npeacTaB/ieHMs pbiHKa YKa3bliBAOT HA HECKONbKO XapaKTepuUCTUK, MO3BONSIOLWMX OTHOCUTL UT-pelueHns
K knaccy DLP.

ToTanbHbIN KOHTpPOJ1b KaHa/10B YTEYKU
MoTeHUManbHble KaHanbl YTeYKU MHDOPMALMK COCTaBAAIOT GoNbLIME TPYNMbl: CETEBbIE KaHalbl (K HUM
OTHOCMKTCS 3/IEKTPOHHASA NOYTA, UHTEPHET-NEeNaXKepbl, UHTEPAKTUBHbIE BEB-CalTbl, 610ru, GopyMmbl
W T. M.) U TIOKasbHbIE (MPUHTEPbI, CbEMHbIE HAKOMUTENMU, a TakxXKe Ntobble NnepudepuitHbie YCTPOMCTBA,
Ha KOTOpble MOXHO CKOMMPOBATb KOHGUAEHLUMANbHYIO MHDOPpMaLMIO). [1ng KOHTPONS 3TUX KaHaNoB
NPUMEHSOTCS COOTBETCTBEHHO ceTeBble U areHTckmne DLP-cuctembl. K HUM Takke npuMbiKaeT
TPaLMLUMOHHO 060C06/IEHHAs 3aLLMTA XPAHUMBbIX AAHHbIX, KOTOPbIE NOABEPXKEHBI PUCKAM YTEYKM MPU
nonagaHnMn dU3nYecKoro HoCUTeNs (KecTKoro AMcKa, MarHUTHOM neHTbl, cepsepa unu [K) B pyku
3/10YMbILUNIEHHMKA.

AHanus nHpopmaumu
DLP-cuctembl nepexBatbiBatoT BeCb TpaduK, BbIXOAALWMIA 33 Npefesibl KOPNopaTUBHON CeTU Npeanpu-
ATUIA, U aHANMU3MPYIOT €ro Ha NPeaMeT HaMuus B HeM KOHOUAeHUManbHoW MHdopmaumuu. CylwectsyeTt
6onee fecaTka TUNOB AAHHbIX, 0OHAPYXXUTb KOTOPbIE MOXHO TONIbKO C MOMOLLBIO Pa3/IUYHbIX
CMeLnanmn3npoBaHHbIX TEXHONOTNIA LETEKTUPOBAHMS.

bnokupoBaHue yTeyek
Ha ocHoBaHWM paHHbIX aHanu3a DLP-cucteMa npuHMMaeT pelleHme COrnacHo yCTaHOBAEHHbIM
nonnTrkam 6e30nacHOCTM O paspeLleHnn Unu 3anpeTte nepesayn CoobLEeHuUs, 3anMcu Unu nevaTm
daiina.

ApxunsmpoBaHue nHpopmaumm
Becb nepexBatbiBaeMbiit Tpapuk DLP-cuctema noMewaeT B COBCTBEHHbIV apXMB, KOTOPbIM CO34aeT
nonHoLUeHHY 6a3y Ang paccnefoBaHUs MHUMAEHTOB MHDOPMALMOHHOM 6e30MacHOCTy.
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7. ZECURION

Zecurion DLP (Data Loss Prevention) — koMnneKkcHas CUCTEMA 3aLLMTbl OT yTeYeK KOPNopaTUBHOMN
nudopmauun. Zecurion DLP Bkntouaet B cebs cuctemol Zlock, Zgate u Zserver, KOTopble NpeaHasHayYeHbl
COOTBETCTBEHHO /19 NPeAOoTBPaLLEHNS yTeyek Yepe3 nepudepuitHble YCTPOWCTBA, CETeBblE KaHanbl U
HocuTenu nNpu xpaHenun. B komnnekc Zecurion DLP Takxe BxoauT cuctema Zdiscovery, peanusytowas
NOMCK KOHOUIAEHUMANbHOM MHDOPMALLMM HA KOMMbIOTEPaX NoJib30BaTeNeN U B XPaHMAMLLAX AAHHbIX.
Kaxaplii M3 NpooyKTOB MOXET MPUMEHATLCSA OTAENbHO ANS 3aLUMTbI OT yTeyek Yepes KOHKPETHbIV TUM
KaHano.. B To e Bpems Ans CO34aHMS KOMMNNEKCHOM 3alMTbl OT yTeyek BCe NPOAYKTbI NETrKO UHTErpupy-
toTcst B eanHyto DLP-cuctemy 1 ynpaBnsioTca LEHTPAAM30BaHHO C 00OLLeit KOHCOMM.

Zecurion DLP no3BonsieT KOHTPONMPOBATb:

[epenuncky B KOPNOPaTUBHOM 31EKTPOHHOM nouTe.

MncbMa 1 BNOXEHWMS, OTCbIIaEMble Yepes3 CepBUChbl BEO-MOYTHI.

ObuieHne B coumanbHbIx ceTsx, Ha popymax u 6norax (HTTP/HTTPS-Tpaduk).
CoobuweHuns untepHet-neripkepoB — 1CQ, Mail.Ru Arent, QIP, Google Talk

n bonee pecaTv opyrux cucteMm, Bkatodas Skype.

FTP, POP3, IMAP, SMTP u gpyrue ceteBble KaHasbl.

@aiinbl, 3anucbiBaeMble Ha USB-HakonuTenu v nobble BHELIHWe YCTPOWCTBaA.
MeyaTb Ha NOKANbHbIX U CETEBbIX MPUHTEPAX.

Hanuune koHOUAEHUMANbHBIX AAHHbIX, XPAHALWMXCS Ha KOMMbIOTEPAX NOMb30BaTeNei u
cepsepax.

[locTyn K MHDOpMaLMK, XpaHSLLENCS Ha CepBePaX, MarHUTHbIX JIEHTax

M ONTUYECKMX JMCKaX.

| N N N N

AN ANNA

[N

OcHoBHble npeumMywectea Zecurion DLP:

4 KoHTponb Bcex HaMbosiee onacHbIX KAHANOB YTEYKM.

4 [WbpuAaHbI aHanu3 nepexBayeHHbIX AaHHbIX (3ddekTMBHOCTL Honee 95 %) ¢ ucnonb3oBaHWeM
Mopdonoruu, «undposbix oTneyatkos» DocuPrints, perynsapHbix BbipaxeHui, OCR 1 cobcTBeHHOM
TexHonornu SmartliD.

4 Tloppepxka aHanusa 6onee 500 TvnoB dainos.

4 B03MOXHOCTb 6/10KMPOBAHUS YTEYEK B PEXXMME PEASIbHOIO BPEMEHM.

4 ApxuBMpOBaHMWe BCeN nepexBavyeHHOW MHOOPMaLMK, MHCTPYMEHTbI 415 NOCeayOWero nomcka
M aHanM3a faHHbIX apXuMBa.

4 CKaHMpOBAHMeE NOKAMbHbIX U CETEBbIX XPAHUULL A1 MOMCKA (DaiinoB ¢ KOHPUAEHLMANBHOM
MHbopMaumen.

4 3aWMTa JAaHHbIX B MECTax XpaHeHWs — Ha CEPBEPAX U pe3epBHbIX HOCUTENSX UHDOPMaLIMK.

4 E[nMHas KoHCoNb ynpasneHus.

TaknMm 06pazom, ncnonbszosaHue Zecurion DLP obecneunBaet KOMNIEKCHYH 3aWuTy MHGOpMaLmm ot
yTeyeK Ha NPOTSXKEHWUM BCETO ee XM3HEHHOTO LIMKNA — OT CO3A4aHMA A0 3aMUCK B apXMB UK yaaNneHus.
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7. ZECURION

OueHka 3aWmLILEeHHOCTHU
Mcnonb3oBaHue Zecurion DLP no3sonseT coctaBuTb NOMHYI0 KaPTUHY 3aLUMLLEHHOCTH
KOpMOpPaTMBHOM CETU OT yTeuek MHPOpMaLUU.

3awmTa OT C/Iy4YanMHbIX yTevek
bonbwKnHCcTBO yTeyek nponcxogmt cnyqaﬁHo — U3-3a HEBHUMATENbHOCTU, paBHOAYLLNA,
OTCYTCTBMS WM HE3HAHUS NOAUTUK Be3onacHocTu. Zecurion DLP aBToMaTMyeckun obHapyxmBaeT
M npenoTepalaeT yTeuku, CHMXXaa BangaHne yenoseveckoro anKTopa.

3awmTa OT HAMepEeHHbIX yTevek
HamepeHHble yTeukn NpoMCcxoaaT No BUHE COTPYAHMKOB, NPECTenyoLwmX Lenb U3Bieyb BbIroay
WM HaHeCTu Bpen paboTofaTento nyTeM KOMNpoMeTauun aaHHbix. Zecurion DLP yuutbiBaeT
BCEBO3MOXHble CLieHapuW COBEPLLEHMS yTeUYeK M MOMbITOK 06X04a CUCTEMbI 3aLLMTbI.

Peanusaung oencreytowen NoanuTUKM 6e30nacHoOCTH
B 6onblmMHCTBE OpraHU3aumii yxke B TOM Uan MHOM GopMe CyLLecTByeT NonmuTuKa 6e30nacHoCTy.
Mcnonb3oBanue Zecurion DLP no3sonset copmupoBaTtb npaBuna peannsaumum nonutuku Mb,
KOHTPOIMPOBATb UX UCMOSIHEHME U OMEPATUBHO BbISIB/ISATb HAPYLIUTENEN.

ApXVBUPOBAHUE KPUTUYECKM BAXKHbIX AAaHHbIX
B otanume ot MHormx cywecteytolwmx DLP-cucteM npoaykTbl Zecurion 061a4at0T BCTPOEHHbIMMU
(YHKUMSMMU apXMBUMPOBAHUS (TEHEBOTO KOMMPOBAHMS) LAHHbIX, NEPEMELLAEMbIX 33 NpeLesbl CETU.

PaccnepoBaHue MHUMOEHTOB
PeTpocnekT1BHbIM aHaNU3 Mo AaHHbIM apXMBa U XypHana cobbitnii Zecurion DLP nomoraet
He TONbKO paccnenoBaTh NPOU3OLIEALLIME UHLMAEHTbI, HO M NpeaoTBpaLaTh byayLime.

be3onacHoe xpaHeHue, TpaHCchep 1 yTuamsaumus
[laHHble, KoTopble XpaHATCs, 06pabaTbiBAOTCS M NEPEBO3ATCSA Ha XXECTKMX AMCKax (HanpuMmep,
B COCTaBe KOpNopaTtnBHOro cepBepa) M MarHUTHbIX IEHTAX, HYXXOAK0TCA B Ha,ﬂ,e)KHOFI 3alunTe, Beab
OHM NOLBEPXKEHbI BBICOKUM PUCKAM YTEUKM NPU NOAYYEHUN PU3MYECKOro AOCTYNA K HOCUTENAM.

YnpasneHue NosNbHOCTbHO COTPYAHUKOB
BoBpems 06Hapyxu1B nogo3puTensHoe noseneHue, Mb-cneumanmncTbl COBMECTHO CO CreumanmcTamu
Mo YNpaBieHMO MEPCOHANIOM U HEMOCPEACTBEHHBIMU PYKOBOAUTENSAMU MOTYT BbISIBUTb U YCTPAHWUTD
MPUYUHBI CHUXKEHWS NOSNBHOCTU M COXPAHUTb KNHOUYEBbIX COTPYAHMKOB B KOMMAHMM.

CoxpaHeHMe KOHKYPEHTOCNOCOBHOCTH
BHenpenwne Zecurion DLP MoxeT cepbe3HO NOBbICUTb KOHKYPEHTOCMNOCOOHOCTb KOMNAaHUK, CAeNaTh ee
6onee npuBieKaTeNbHOM He TONbKO A9 KIMEHTOB, HO U A1 NAPTHEPOB C MHBECTOPAMM.

Be3onacHOCTb NeperoBopoB, KOHTPO/Ib 3aKyrNO4YHOM AeATeNIbHOCTU
[lns ycnelwHoro BefeHWs MeperoBopoB He06X0AMMO KOHTPOAMPOBATb [OCTYM K KIOYEBOM
MHdOPMaLMM BHYTPU KOMMAHUM U Nepefavy ee TPeTbUM NnLaM.

152-d3 v oTpacnesble CTaHOAPThI
BHenpeHue npoaykToB Zecurion noMoraeT peLaTtb BaxHYH0 3aga4vy — cobnoaeHve TpeboBaHumi
OTPaC/IeBbIX CTAHAAPTOB M 3aKOHOAATENbCTBA, B TOM YMC/Ie 3aKoHA «O NepcoHanbHbIX AaHHbIX.

[Mo3BoHUTE HaM NpsiMo cenyac +7 495 221-21-60



7. ZECURION

DLP-cuctema ang 3awuThl
OT yTeyekK No ceTu

Ha3HaueHune

CeropHa CNoXHO NpeacTaBuTb cebe KOMMaHUI, B KOTOPOW COTPYLHUKM HE MONb3YHTCS 3N1EKTPOHHOM
noyToi u MHTepHeTOM. A e eCTb BbIX0[, 33 NPefesibl KOPNOPaTUBHOM CETU, 3HAUUT, ECTb U PUCKM YTEUKM
KOHbUAeHUManbHOM MHbopMaumu. CyyaiHO BBEN HEMPaBUIIbHbIN afpec npu oTnpaBKe MMCbMaA, NOAENU-
€S «MO CeKpeTy» UHCANAEePCKON MHdOPMaLMEN C APYrOM MO acbKe, BbTOXM AOKYMEHT Ha OTKPbITbIN
darinoobMeHHbIN pecypc BMeCTO 3aKpbITOro KOPNopaTUBHOMO — Takue Menikue HapyweHus npasun Ub
nopoy NpMBOAAT K (baTafbHbIM NOCeACTBMAM. [1oTepst AU Kpaxka KOHDUAEHLMANbHbIX JaHHbIX BEAET

HEe TONbKO K NPsSIMbIM (DUHAHCOBLIM YObITKAM, HO M K CHUXKEHUIO LOBEPUS CO CTOPOHbI KIIMEHTOB, NApTHEPOB
M UHBECTOPOB, MNOBbILIEHHOMY MHTEPECY CO CTOPOHbI perynupyrowmx opraHos 1 CMW. MpepoTtepaTtuTb Kak
CNyyaiHble, TaK M HAMEepPEHHbIe YyTeUkM No CceTeBbIM KaHanam cnocobHa DLP-cuctema Zgate.

O630p Zgate

Zgate npefHa3HaveH AN NpefoTBPaLLeHns yTedyek KOHOUAeHUManbHOM MHbOPMaLIMK Yepes INEKTPOHHYHO
MOuYTY, COLMANIbHbIE CETU, UHTEPHET-MECCEHOXKEPDI U NII0ObIe ApyrvMe ceTeBble KaHabl Mepeaayn AaHHbIX.

Zgate NO3BOJIAET KOHTPOJIMPOBATb U APXUBUPOBATbL!:

Mepenuncky B KOPNOpPaTUBHOM 3NEKTPOHHOM nouTe.

MrcbMa 1 BNOXEHMS, OTCbIIaeMble Yepe3 CepBUChbl BEO-MOYTHI.
O6LweHre B couManbHbIX CeTsIX, HAa Gopymax 1 bnorax.
CoobLLeHUst MHTEpHET-NEeNaXKePOB.

Mdainbl, nepenasaemble no FTP.

A A AAKNNA

[ins aHanu3a coobuieHunit B Zgate ncnonb3lyercs rMbpULHbLIA aHaNU3 — KOMMIEKC COBPEMEHHbIX TEXHOMO-
rMiA LeTeKTMPOBAHMS, KOTOPbIE C BbICOKOW TOYHOCTbIO ONpefenstoT ypoBeHb KOHDUAEHLMANBHOCTH
nepenaBaemMoi MHOOPMaLMK U KaTeropuio AOKYMEHTOB C y4eTOM 0cobeHHOCTeln BusHeca, TpeboBaHuit
0TpacneBbIX CTaHAAPTOB M 3akoHoaaTenbcTBa Poccuum, CHI, EBponbl 1 CLUA. MNMpuMeHeHWe rubpuaHoro
aHanM3a no3BoM0 NOBbICUTb IMHEKTUBHOCTb AETEKTUPOBAHMS CO cpeaHecTatncTuyecknx 60-70 %
ans cywectsytowmx DLP go 95 % y Zgate.

HacTpoiiku Zgate no3BoNsOT HAa3HAUYUTb Pa3IMUHbIE AEHCTBUS, KOTOpble GyayT NPOU3BOAUTHCS

C 06HAPYXXEeHHbIMU NOA03PUTENbHBIMU COOBLLEHUSAMM B COOTBETCTBMM C MONUTUKOM Be30nacHoOCTH:
MX MOXHO 3ab710KMpPOBaTh, MPONYCTUTB C YBeLOMAeHUeM oduLepa 6€30MacHOCTU UK NOMECTUTb
B KapaHTWH ANsl PYYHOWM NPOBEPKM.

Zgate coOXpaHsieT B apX1Be NnepenaHHble COOBLLEHUS U OKYMEHTbI, @ TakxKe CyXebHY MHbopMaumio:
cBefeHus 06 oTnpaBuTene, nonyyaTene, KaHane nepesaun, U T. 4. Takoi apxuB sIBNSETCS HE3aMeHUMbIM
MHCTPYMEHTOM [/151 aHaNM3a, MPOBEAEHUS BHYTPEHHWUX pacciiefoBaHui U NPObUNaKTUKM yTEYEK.
BcTpoeHHas cuctemMa 0TYETHOCTM NPEAOCTABASET MOMHbIN HA6OP BO3MOXKHOCTEM AN HATNSAHOTO
aHanM3a nepexeBayeHHbIX AaHHbIX.

[Mo3BoHUTE HaM NpsiMo cenyac +7 495 221-21-60
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Pewaemble 3a0a4u

4

AHanus cofepXXxMMoro nepecbinaeMbix cOobLWweHni n Gainos. Zgate aHann3npyeT ceTeBo Tpaduk
M C MOMOLLbIO CreLManbHbIX TEXHOMOMMI AeTeKTMPOBaHUS 0BHapyXMBaeT nepesayy KOHOUOEHLH-
anbHbIX JAHHbIX.

Karteropusauus Bcert nepecbinaemort MHGopmaumu. [Npu aHanmse coaepxxmMmoro coobLeHuin

n darnnos Zgate pasbupaet nepecbliaeMble AaHHbIe MO Pa3IMYHbIM KaTeropusMm. Hanpumep, ans
TENEeKOMMYHMKALMOHHbIX KOMMaHUi 0Cobyl0 LIEHHOCTb MMEOT Takue KaTeropuu, Kak MHdopmaums
06 06beKkTax CBA3M M AaHHble 06 aboHEeHTax.

O6HapyxeHne 1 6n10KMpPOBKa yTeuek KOHPUAEHLMANbHbLIX AaHHbIX. BonblumnHcTBO DLP-cnctem
paboTaloT B «MaCCMBHOM» pEXMME, TO eCTb INLLb OMOBELLAIOT O hakTe yTeyku. B otamume ot Hux,
Zgate npefoTBPALLAET yTeUKM MHDOPMALMK M3 KOMMNAHWKM B peaibHOM BPeMEeHMU.
MpenynpexaeHue yTeyek nHdopmaumu. bonbluyto YacTb yTeyek MHOOPMALMM MOXKHO NMpeaoTBpa-
TWUTb, €C/IN CBOEBPEMEHHO OMTUMM3MPOBATb NONUTUKM Be30nacHoCTH. Zgate elle Ha paHHew
CTafuu 06HapyXXMBAET NOLO3PUTENBHYIO aKTUBHOCTb, YTO MO3BOASIET AOMONHUTENLHO COKPATUTD
PUCKM yTEUYKM KOHOUAEHLMANBHbBIX OAHHbIX.

ApxuBupoBaHue Bcei nepecbinaeMon nHdopmaumm. Zgate apxmempyeT KOpNopaTUBHYIO 31eKTpo-
HHYIO MOYTY, CoobLLeHNs 1 (alnbl, NepeaaBaemble Yepes UHTEPHET-NeiaXepbl, COLMaNbHbIE CETH,
Be6-nouTy, popymbl, 6noru 1 T. 4. ApxuBupyemble faHHble 3anucbiBatotcs B CYB[, Oracle Database
unu Microsoft SQL Server.

MpuBeneHne nonnTMK 6€30NacHOCTM B NOJHOE COOTBETCTBUE C TPEOOBAHMAMM OTPAC/IEBbIX
CTaHAAPTOB M 3aKOHOAATENbCTBA. B YacTHOCTH, MCNONb30BaHWe CMCTEM 3aLLMTbI OT yTeyek
pernameHTupyetcs ctaHaaptamu baHka Poccuun, Kogekcom kopnopaTvBHOro noseaeHus

OCOP, PCI DSS, SOX, Basel Il n MHOXeCTBOM ApYrMx AOKYMEHTOB.

BOo3MOXXHOCTU

A A

A AMAKNMAMAMANANAKN

PaboTa Kak B pexxume akKTMBHOM QUALTPaLMK, TaK U B PEXXMME CNIEXKEHUS, KOTAA NPU 0OHapyxKe-
HWM yTEYKM HE NPOMCXOAUT BNOKMPOBKMY.

Moppepxka npotokonoB HTTPR, HTTPS, FTP, FTPS, SMTP, ESMTP, OSCAR, Mail.Ru AreHT, AIM,
MSNP, Yahoo! Messenger, XMPP ap.

CoBMecTuMOCTb € Moo nouToBol cuctemolt (MTA), paboTatoweii no npotokony SMTP:
Microsoft Exchange Server, IBM Lotus Domino, CommunigatePro v ap.

WMuTterpaums ¢ Microsoft Forefront TMG (Microsoft ISA Server) n niobbiM Npokcu-cepeepom,
nopaepxusatowwmm npotokon ICAP — Blue Coat, Cisco ACNS, Squid v ap.

AHanu3s coobuienuii u parnos, otnpasnsembix yepes |CQ, Miranda IM, QIP, Trillian, Licq, Kopete,
AIM, Google Talk, 4. Onnarin, U Talk, Gizmo5, Yahoo! Messenger, AIM, Skype 1 ap.

KoHTponb nepenayun gaHHbIX Ha nonynspHble Beb-cavTbl Mail.ru, AHpekc.MoyTta, Pambnep-outa,
Gmail.com, Hotmail, BKoHTakTe, OnHoknaccHukn, MySpace, Facebook, LiveJournal, Twitter v gp.
B0O3MOXHOCTb BeileHMs MOHOTO apX1Ba NepefaBaeMblX AaHHbIX, BKIOYAs GaliNibl-BNOXKEHMS.
[MpUMeHeHWe NONUTHK B 3aBUCMMOCTM OT BPEMEHM Mepenaym, HanpaeieHus Tpadrka U Mectono-
JIOXXEHUS NONb30BaTeNEN.

CneuwmanbHble NOAUTUKM AN 3aWMBPOBAHHbIX BNOXEHUI U 32apXMBUPOBAHHbBIX LAHHBbIX.
KOHTEHTHbIV aHann3 ¢ NoOMOLLbo 060V KOMBMHALMM TEXHONOTUIA OOHAPYXXEHMS YTEUEeK.
B0O3MOXHOCTb py4HOI MPOBEPKM NMOA03PUTENBHbBIX COOBLLEHUI U (aitnoB.

Moandukauma coobLLeHnin U yBeaOMIEHWE NONb30BaTeNeN 0 pe3ynbTaTtax GUabTpaLmu.
MHTerpaums co ctopoHHmM N0 ons nononHuTenbHon 06paboTku, HaNnpuMep, aHTUCNaM-CUCTEMaMMK.
MHCTpyMeHTbI NS yNpaBAeHus cioBapsiMm, ONUCbIBAKOLWMMU Pa3/iMyHble KaTeropumn AOKYMEHTOB.
LLInpokune BO3MOXHOCTU AJisi pa3feNieHns poneit aoMUHUCTPAaTOpOB.

Mopnepskka MMMNoOpTa CTaTUCTUYECKON MHPOPMALMK B Pa3/IMYHble KOHCTPYKTOPbl OTYETOB.

MpenmyuiecTea

4

Zgate KOHTpOAUpyeT BecCb ceTeBoM Tpaduk. B otamnume ot cywectsytowmx DLP-cucrem, kpome
ncxopguero tpaduka, Zgate MOXeT aHanM3MpoBaTb BXOAALWMIA U BHYTPEHHUM TpadUK, YTO
pacmpseT BO3MOXHOCTU ANl BHYTPEHHErO KOHTPOAS.

[ins o6HapyxxeHWs U cBoeBpeMeHHO BNOKMPOBKM yTeuek MHGopMaLmMu B Zgate npumeHsieTcs
rMOpUIHbIA aHanus, ucnonb3ytowmin bonee 10 cneunannsnMpoBaHHbIX TEXHONOTUI, B TOM Ync/e
«UMPPOBbIE OTMEYATKM», TMHIBUCTUHECKMIA @aHANIU3, NPOBEPKY NO WabnoHaM perynspHbIx
BblpaxeHuit, OCR 1 obyvaemyto TexHonoruto SmartiD.

IZ' [Mo3BoHUTE HaM NpsiMo cenyac +7 495 221-21-60



ZECURION

4 Zgate koHTponupyeT coobuieHns u dainbl, oTnpaBnseMble Yepes 6onee yem 15 BUAOB UHTEPHET-
nenmkepos u 6onee yeM 250 pasnnuHbix Be6-cepBMCOB — OT NoyTbl Mail.Ru Ao BMOEOXOCTUHra
YouTube.

4 Zgate noppepxwuBaeT aHanus 6onee 500 popmaToB dainos, B ToM uncne Microsoft Office,
OpenOffice.org, n3obpaxeHus, a Takxxe 06paboTKy apXxMBOB 33aHHOIO YPOBHS BIOXKEHHOCTH.

4 BcrpoenHas OCR-TexHonorns nossonsieT 06HapyxunBaTb KOHOUAEHUMANBHYIO MHDOPMALIMIO AaxXe
B rpadunuecknx dannax — ckpuHLoTax, cdoTorpadmpoBaHHbIX UM OTCKAHMPOBAHHbIX LOKYMEHTAX.

4 Bce nepecbinaemble NUCbMa, coO06LEHNS U Gainbl NOMELLAOTCS B CNeLuanbHbli apxuB,

He UMEeKLMIt OrpaHUYeHui No 06beMy U CPOKY XpaHEHUS AaHHbIX M 0bnagatowmii yaobHbIMU
WHCTPYMEHTaMU AN fanbHEeNLLero aHanm3a AaHHbIX U pacciefoBaHus.

4 B ycraHoBKy Zgate BkitoyeHo 6onee 50 wabnoHOB, C NOMOLLBIO KOTOPbIX MOXHO ONpeaensTb
KOH®bUAEHLMaNbHbIe faHHble. DTO CYLLEeCTBEHHO COKpallaeT TPyA03aTpaThl NPU BHELPEHUM.

4 1N HacTpoMKuM 3awumTbl MHPOpMaLmK B Zgate MCMONb3YHTCS CreLmanbHble NonuMTuku 6esonac-
HOCTU, UMetoLLme 10 30 pasnnMyHbIX MAapaMeTpoB.

4 MacwtabupyemMocTb MU MOAYNbHAA apXUTeKTypa Zgate no3BOST y4eCTb CaMble XeCTK1e
TpeboBaHUS K NPOM3BOAUTENBHOCTH.

4 YnpaBneHue Zgate oCyLLeCTBSETCS Yepe3 eauHyo cuctemy ynpasneHus DLP-pelweHmamm
Zconsole, koTopas Takxke noaaepxueaet ynpasnexue Zlock, Zdiscovery u Zserver Suite.

npoKcn
cepsep
-
- — : 4
o= = .
|
MHTEPHET
KITNMEeHTCKaaA zgate
ceTb
. G —
MOYTOBbLIN 4
cepsep
\
— N
aOMUHWCTPaTOP apxvs
TexHuyeckue TpGﬁOBaHMﬂ
Mpoueccop: Pentium 4 u Bbiwe
OnepaTtuBHas NamaTb: 116 v Bbiwe
OnepaunoHHasg cuctemMa: Windows 2000 SP4, 2000 Server SP4, XP SP3,2003 SP2,
2003 R2, Vista SP1, Windows 7, Server 2008 1 R2
Mpoune nporpaMMHble CpeacTBa: Oracle Database 10g Release 2 (10.2) unm Microsoft SQL Server

2005 SP3,2008, 2008 R2 ons apx1Ba NoYTOBbIX COOOLLEHMI

n kapaHTuHa. WinPcap 4.1.2, Microsoft ISA Server 2006 nnu
Microsoft Forefront Threat Management Gateway — ans 3epkanu-
poBaHusa u dunsTpaumm Web-tpadwuka, Squid 2.6 (HTTP), Squid
3.1.12 (HTTPS), Microsoft Exchange 2007/2010 (x64) — ona
3epKaNMpoBaHUa U GUNLTPALLUMM BHYTPEHHETO MOYTOBOrO Tpaduka.
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7. ZECURION

DLP-cuctemMma gng 3awmnThbl

OT yTEéYHEK Ha KOHEYHbIX
TO4YKaX CETU

Ha3HaueHue

[MoMMMO ceTeBbIX KaHaNIOB peasibHO OMACHbIMU C TOYKM 3pEHUS yTeUeK KOHPUAEHUMANbHOW MHDOPpMaLmm
Bceraa 6binun nepudepuiiHbie YCTPOMCTBA, MOAKIOYAEMblE COTPYAHMKAMM K CBOUM paboymm
koMnbtoTepaM. Ocobyto akTyanbHOCTb faHHas npobnemMa nonyymna B NociegHue nNatb IeT BMecTe C
NosIBIEHUEM OFPOMHOIO KOJIMYECTBA BMECTUTENbHbIX M MOBUNbHBIX YCTPOICTB — (hrieLek, NOPTaTUBHbIX
HDD, MobunbHbIx TenedoHoB ¢ 6onbwnM 06bEMOM NaMsaTH, BHewHUx DVD-npuBoaos m T. 4.
OTAMumnTENBHOM 0COBEHHOCTBIO NEpUdEPUMHBIX YCTPOMCTB SIBASIETCS TO, YTO HA HUX MOXKHO BbICTPO U,
COOTBETCTBEHHO, MOYTM HE3aMETHO CKOMMPOBATb Ho/bliMe 06bEMbI MHDOPMALIMM — OT HECKOJIbKMX
[necatkoB MerabaiT fo Tepabaiita unm 6onee. Bo MHOrMX opraHM3aumax He06XoAMMOCTb MCMNONb30BaHMS
USB-ycTpoiicTB MpoAMKTOBaHa CTPYKTYpOM BM3HEeC-NpoLLeccoB, HO AaXKe neraabHoe KONnMpoBaHue Ha
BHELUHME HAaKOMUTENU HeceT B cebe OrpoOMHbIE PUCKU, BO3HUKAOLLME NPU NEePeBO3Ke U XPaHEHUU
HOCUTENEN — UX INEMEHTAPHO NIETKO NOTEPSITb, OCTaBUTb B Kade, BbITalLMTb M3 KapMaHa B METPO WU
aBTobyce.

0630p Zlock

Zlock npegHa3HayeH onsg npefoTBpalLeHns yTevek KOHPUAeHLMANbHOM MHDOPMALIMM HA KOHEYHbIX
Toukax ceTu. Zlock no3BonseT KOHTPONMPOBaTb UCMONIb30BAHME YCTPOMCTB, MOAK/IOYAEMbIX K MOPTaM
USB, LPT, COM, IrDA, IEEE 1394, cnoty PCMCIA, BHYTPEHHUX YCTPOWCTB — B TOM UMC/1€ BCTPOEHHbIX
ceTeBbIX KapT, MofeMoB, Bluetooth, Wi-Fi, CD/DVD-a1CcKOBOA0B, @ TaKXKe JIOKANIbHbIX U CETEBbIX
NPUHTEPOB.

[ns HacTpoiKkuM nonnTmk poctyna B Zlock MoryT ncnonb3oBaTbCs Ntobble aTpnbyThl YCTPOMCTB,

K KOTOpbIM OHa ByaeT NpUMEHSATbCS: CEPUIMHBIA HOMEP, KNacC U MAEHTUOMKATOP YCTPOMCTBA, AaHHbIe
0 Npou3BOAUTENE U Apyrue napameTpsbl. B cucteme Zlock ectb BO3MOXHOCTb XpaHEHWS OMUCAHWMIA
YCTPOWCTB B €AMHOM KaTanore 1 Co3AaHus NOAUTUK Ha UX OCHOBE.

BcTpoeHHble MHCTPYMEHTbI KOHTEHTHOTO aHanM3a NO3BONAIOT peann3oBaTh GUABTPALMIO 3aMUCH
[LOKYMEHTOB Ha HaKOMUTENM U NeYaTu Ha NpuHTepax no tunam hainos u nx cogepxxmmomy. Takas rubkas
HaCTpoKKa AAeT BO3MOXHOCTb MMHUMU3MPOBATb PUCKM YTeUKU KOHUAEHLMANnbHON nHdopmaumm bes
Maneiero NpensTCTBUS HOPMasbHOMY XOAY BU3HeC-MPOLLECCOB OPraHU3aLMUM.

Zlock peanusyeT aBTOMaTMyeCcKoe apxXxMBMpOBaHUe (TEHEBOE KOMUPOBAHME) AAHHbIX, KOTOPbIe
Monb30BaTeNu KONMPYIOT Ha BHELUHWE HAKOMWUTENM M pacneyaTbiBaloT Ha NPUHTEpax. 370 NO3BONsET
rapaHTMPOBAHHO KOHTPOMPOBATb 3aMMChb M NeYaTb JOKYMEHTOB, ONEPAaTMBHO pearnpoBaTh Ha
BO3HMKalOLLME HapYLIeHKS, @ TakxKe paccienoBaTb 06CTOSTENbCTBA MHLMAEHTOB.

PewaemMble 3aga4mn

4 PasrpaHuyenue poctyna. Zlock no3BonseT KOHTPOAMPOBATL AOCTYN K /IL0ObIM YCTPOMCTBAM
M NOPTaM Ha OCHOBE I'MOKOM HACTPOMKM NOAUTUK JOCTYMA.

4 KoHTponb BbiHOCA AOKYMeHTOB. Zlock KOHTponMpyeT Bce AOKYMEeHTbI U (aksibl, KOTOpble KONMpYy-
t0TCS HA CbeMHbIE YCTPOMCTBA M PacneyaTbiBAKOTCS Ha JIOKANbHbIX U CETEBbIX NPUHTEPAX.

4 KOHTEHTHbIW aHanu3 nHpopMaumm. C NOMOLLBIO CEeLMan3MpoBaHHbIX TEXHOMOTUIA eTEKTUPOBA-
HMa Zlock aHanu3upyeT cogepxmmoe GannoB, nepefaBaeMblX Ha YCTPOMCTBA M NeYaTb,
“ 06HapYXMBaET B HUX KOHPUAEHLMANbHbIE JAHHbIE.
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7. ZECURION

4 bBnokunpoBaHue yTeuek nHdopmMauuu. B otamume ot opyrux areHTckmnx cuctem, Zlock cnocoben
npeaoTBpaLLaTh YyTeUKM MHhOPMaLMK Yepes YCTPOCTBA B PEXMME peasibHoro BpemeHu. MNpu
BbISIBNIEHWMM HapyLleHWi nonutunk 6esonacHoctu Zlock 6nokupyeT nevaTb, YTEHUE UM 3aMKUCh Ha
YCTpOMCTBA.

4 ApxuupoBaHMe MHMOpMaLMN. TeHeBble KOMUKM BCEX 3aMMCAHHbIX HA YCTPOMCTBA M pacneyaTaH-
HbIX [LOKYMEHTOB BHE 3aBMCMMOCTU OT X popmata (PostScript, PCL 1 T. 4.) 3aHOCATCS B apXuB,
He OrpaHuYeHHbIN N0 06beMY M BPEMEHU XPAHEHUS.

4 TpvBeneHne NonnMTMK 6€30MacHOCTU B MOHOE COOTBETCTBME C TPEOOBAHMSAMM OTPACEBbIX
CTaHOAPTOB M 3aKOHOAATENbCTBA. B 4acTHOCTH, MCNONb30BaHWE CUCTEM 3aLLMUTBI OT yTeyek
pernameHTUpyeTcs ctaHaapTamu bavka Poccuu, Kofekcom KopnopaTMBHOMO NoBeaeHus
®COP, PCI DSS, SOX, Basel Il 1 MHOXeCTBOM Apyrnx fOKYMEHTOB.

BO3MOXHOCTU

4 CoBMECTMMOCTb C 106bIMM MOAENSAMU U MApPKaMM NEPUDEPUIAHBIX YCTPOICTB.

4 [loppepxka koHTpons nobbix USB-yctporicts, koHTponnepos Wi-Fi, Bluetooth, IrDA, ceTeBbix kapT
n mopemos, FDD-, CD- n DVD-auckoBog0B, kecTkux amckos, noptos LPT, COM u IEEE 1394,
JTOKaNbHbIX U CETEBbLIX MPUHTEPOB M JILObIX APYTMUX YCTPOMCTB, UMEIOLLMX CUMBOIMYECKOE UMSI.

4 [lpyMeHeHWe NOAUTUK B 3aBUCMMOCTM OT BPEMEHM Nepeaayu, HanpasaeHus Tpaduka u MecTono-
NOXKEeHMS MoNb30BaTenen.

4 KOHTEHTHbIM aHanm3 ¢ NOMOLLbIO 1060 KOMBMHALMM TEXHONOTMUIA OBHAPYXKEHUS YTeUek.

4 CHop cobbITMIN CUCTEMBI M BO3MOXHOCTM aHanM3a XKypHana CobbITUiA.

4 ApxuBupoBaHMe (TeHeBas Konus) Bcex Gaiinos, pacneyaTaHHbIX U 3anMCaHHbIX HA YCTPOMCTBA.

4 YBepomneHue nonb3oBaTener 06 orpaHMYeHUM JOCTyNa K YCTPOWCTBY M 3anpeTy BbIHOCA
M3 OpraHn3aLMmn KOMMPYeMbIX UK pacneyaTbiBaEMbIX UMW AAHHbIX.

4 PasBepTbiBaHWe U ynpaBieHue Kak Yepes CO6CTBEHHYH KOHCOMb, TaK U Yepes rpynmnoBble
nonutukn Microsoft Active Directory.
MopynbHasg apxutekTypa, obecneunBatoLias HagexHyro paborty B cetax Ao 250 000 koMnbloTepos.

4 OHNaMH-MOHUTOPUHT paboTbl BCcex areHToB Zlock.

4 3awyTa OT OTK/IHOYEHWUS CUCTEMbI NMOb30BATENSMU, KOTOPbIE B HApYLLUeHWe NoMTUMK 6e30macHoCTH
MMELOT NPaBa NOKaNbHbIX aAMUHUCTPATOPOB.

4 YpanéHHoe npenocTaBneHme LOCTyna no TenedoHy Man 3N1eKTPOHHOM noyTe.

4 VIHCTpYMEHTbI AN15 yripaBieHus C10BapsSIMU, OMUCHIBAKOLLMMU Pa3NIMYHbIE KAaTErOpuM LOKYMEHTOB.

4 Llvpokune BO3MOXHOCTM ANs pa3aeneHns ponei agMUHUCTPaTOPOB.

4 [loppepxka UMMnopTa CTaTUCTUYECKOM MHPOPMaLMK B pa3nnyHble KOHCTPYKTOPbI OTYETOB.

NMpeumMyLecTtea

4 Zlock no3BonseT HacTpamBaTb MONUTUKM AOCTYNa MakCUMaNbHO TMBKO, yYUTbIBAs HE TONbKO
XapaKTEPUCTUKM YCTPOWCTB, HO M COAEPXKMMOE 3aNMNCbiBAEMbIX LOKYMEHTOB M TUMbl (Hainos..

4  KoHTeHTHbIM aHanu3 Zlock, MCnonb3yoLwmii HECKONbKO CNeLManmu3npoBaHHbIX TEXHONOMMNI
[LEeTEKTUPOBAHMS, MO3BOJISIET HACTPOUTL UNBLTPALIMIO 3aMMUCK U MeYaTh No copepXxunMomy hannos,
HanpuMmep, paspeLunTb KONMMPOoBaTb Jiobble daiinbl, KpOMe LOKYMEHTOB, COAepyKaLMX KOHDUAEH-
LManbHy0 nHdopMaLumio.

4 Zlock co3paeT TeHEBble KOMMM pacrneyvaTbiBaeMblX U 3aMMCbIBAEMbIX HA HAKOMUTENN OKYMEHTOB
NpeBeHTUBHbLIM 06Pa30M, YTO rapaHTMPYeT COXPAHEHUE KOMUIA B apXmMBe Aaxe Npu BHE3ANHOM
npepbIBaHUM 3aMUCK.
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7. ZECURION

4 Zlock nopnepxusaet 6onee 500 Hanbonee pacnpocTpaHEHHbIX B KOPNOPATUBHOM cpene
dopmaTtoB ¢ainos, B ToM uncne Microsoft Office n OpenOffice.org.

4 TecHasa nHTerpaumsa c Active Directory nossonset 6e3 AMWHUX TpyA03aTpaT pa3BopaymBath Zlock,
pacnpoCTpaHsaTb MOJUTUKM U MACcLUTabupoBaTb CUCTEMY HA JDB0E KOMMYECTBO paboumnx CTaHLMI
B Mpeaenax opraH13auuu.

4  MOHWTOPWHT areHToB M KOHTPOb LLeNIOCTHOCTU rapaHTMpytoT 6ecnepeboiiHyto paboTy cucteMbl U
HaZEXHO 3aLUMLLAOT OT CTYYAMHbIX UM HAMEPEHHbIX AECTPYKTUBHbIX AEACTBUIA NOMb30BaTENEN.

4 Hosble nonntukm B Zlock MoryT co3gaBaTtbCs onepaTMBHO MO 3anNpoCaM Nosb3oBaTeNen, B TOM
yncie yaaneHHo: no TenedoHy Uan 3NEKTPOHHOWM NoyTe.

4 Ynpasnenwue Zlock ocyuiectBnsieTcs yepes eaunHyto cucteMy ynpasnenus DLP-peweHnamum
Zconsole, koTopas Takxke NoAAepXKMBAeT ynpasneHue Zgate, Zdiscovery u Zserver Suite.

(_L | 1
BUIEOKamMepa
. le— P N I
. dnewuka
KOMMbtoTep
C YCTaHOBJIEHHbBIM
zlock
- |
N—
npuHTEp
N-—m.
afMUHNCTPATOP apxme
(TeHeBble kOMMK)
TexHnyeckue TpeboBaHUSA
Mpoueccop: Pentium Il v Bbiwe.
OnepatuBHas NamsTb: 256 M6 u Bblwe.
OnepaumMoHHas cucTema: Microsoft Windows XP SP2 (32 6uta)/ Windows Server 2003 SP1

(32 6uta) / Windows Vista SP1 (32 n 64 6uta), Windows Server
2008 1 R2 (32 n 64 6uta) / Windows 7 (32 n 64 6ura).
[Mpouyne nporpamMMHble CpencTea: Microsoft SOL Server 2000 SP2 v Bbiwe — 4N XpaHeHUs XypHana.
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Kpuntorpapunyeckmm KoMniaekc

ANng 3aWwmTbl MHPOpPMaLUUM
npn XpaHeHuu

Ha3HaueHune

CerofHs nofasnstowee 60bLWMHCTBO OpraHM3aumii 4ns onTMMM3auumn cBoei paboTbl UCMONb3yeT
LLeHTPanmn30BaHHble XpaHUAULLA MHPOPMaLMK — OT NpocTbix ceTeBbix NAS-Hakonuteneli u cepsepos
HayanbHOro YpOBHS A0 crneumanbHo noctpoeHHbix LIOL ¢ cobcTBEHHOM 0XpaHOM, cMcTeMaMu
MOXAPOTYLUIEHUS U CUrHanu3aumen. LleHTpanMsoBaHHOe XxpaHeHue MHPOPMaLMM KPOME OYEBUAHbIX
M/COB HeceT B cebe U Aaneko HEOUEBUIHbIM PUCK — PUCK TOTFO, YTO 3/10YMBbILSIEHHWUKK NoayyaT
dU3nYECKMI [OCTYN HEMOCPEACTBEHHO K HOCUTENsaM nHdopMauuu. Vnn3uo 3allmEHHOCT CO34at0T
00bI4YHO NpUMEHsieMble Mepbl 6e30MacHOCTH, BEAb Ha NEPBbIA B3rNS4 GUMYECKUIA LOCTYN K HOCUTENSM
MHbOPMALMKU MOTYT NONYYUTb TONbKO LLOBEPEHHbIE NOAM, OLHAKO Ha [eNe 3T0 AaNeKo He Tak.

dusmnyeckuin A0CTYN NOCTOPOHHUX UL, K HOCUTENAM OaHHbIX MOXET BO3HMKATb B C1eAYOLWLUNX CUTYaLUax:

paboTbl MO0 0BCNY>XXMBAHUID CEPBEPHOrO NMOMELLEHMS;

PEMOHT CaMOro cepeepa UAu Apyroro ob6opyaoBaHMS Ha MECTE MU C BbIBO3OM U3 0MCa;
HEBHWMATENbHOCTb UM KOPPYMMNUPOBAHHOCTb COTPYAHMKOB, OTBETCTBEHHBIX 33 OXPaHY MOMELLEHMUS;
XPpaHeHWe [aHHbIX B 06/1a4HbIX cepBucax unun apeHaa LUOOa;

U3bATME CEPBEPHOTNO M APYroro KOMMbOTEPHOrO 060PYA0BAHMS KOMMETEHTHLIMU OpraHaMu;
nepeesp 1 nepeBo3ka cepBepa B Apyroe NoMeLLeHME UM HOBbIA OPUC;

TPaHCMOPTUPOBKA MArHWUTHbIX JIEHT UM AMCKOB C PE3EPBHbIMU KOMUSAMM AAHHbIX B AENO3MUTAPUIA;
YTUAM3ALMS YCTApeBLUETrO, BbIWELIEro U3 CTpos 060pya0BaHMS.

A AMAMAMAAMNANA

[lpyroe pacnpocTpaHeHHoe 3abnyxaeHne — Ha cepBepax He XpaHUTCSA Takas MHGOopMaLms, noTeps
KOTOpOW Morna 6bl NPUYMHUTL BpeL, KoMnaHuu. [1ig Toro Ytobbl ero onpoBeprHyTh, 4OCTATOYHO
npeacTaBuTb cebe BO3MOXHbIE MOCIEACTBUS YTEUKM CNeAYOLWMX TUMOB AaHHbIX, KOTOPbIE XPaHATCS
Ha cepBepax W pe3epBHbIX HOCUTENSX (eHTax M AMUCKaX) NPaKTUYeCKM B Nt060IM OpraHn3aLmum:

MHbOopMaumsa 0 GUHAHCOBO-XO3AMCTBEHHOM AEATENbHOCTH;

nepcoHasnbHble AaHHbIE KMEHTOB U COTPYAHMKOB (MMEHA, aapeca, TenedoHbl, HOMepa CYETOB U T. M.);
BHYTPEHHUWE MPOTOKOJbI, MPUKA3bl, LOMKHOCTHbIE MHCTPYKLMM U LUITAaTHOE pacnucaHue;

CMUCKKU KIIMEHTOB M NOCTaBLLMKOB M Apyrue AaHHble CRM-u ERP-cucrewm;

[LOroBOpPbI U YCN0BUS paboTbl € 3aKa3uMKaMu U NOAPSAAUYNKAMY;

MapKeTUHIoBbI1, PUHAHCOBbIN, MPOU3BOACTBEHHbIN U ApYr1e TaKTUYEeCKne U CTpaTernyeckue
nnaHbl pyKOBOACTBA.

| G N N N N N

3awmTa nHdopMaumMmn B MeCTax XPaHEHNS YCNeLWHOo peanusyeTtca Zserver Suite ¢ nomMowbto WndpoBaHus.
[laHHble Bceraa HaxoaaTcs Ha HOCUTENSIX B 3aWMGPOBAHHOM BUAE M CTAHOBSATCS AOCTYMHbI TONbKO Npu
3arpyske kntova WwudposaHus. [11s onepaTMBHOIO pearupoBaHMs Ha HelTaTHbIe COBbITUS, HanpuMep,
cpabaTbiBaHMe CUrHaNM3aLMM UK NosieneHne B omce KOMMAHUKM KHE3BAHbIX FOCTEN», B CUCTEME

Zserver Suite CylecTByeT cneumanbHo pa3paboTaHHas cucTeMa TPeBOrM, KOTOpAasi MO3BONSET MITHOBEHHO
610KMPOBATb AOCTYM K AAHHbBIM C MOMOLLbI0 KKPACHOM KHOMKMW», paano- unu pgaxe GSM-curHana — 3BoHKa
Ha cnewumanbHbIi HOMep TenedoHa.
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0O630p Zserver Suite

Zserver Suite BNSeTCS KOMMIEKCOM KpUNTOrpaduueckmx peLueHuii Ans 3amThbl JaHHbIX, KOTOpbIE
XPaHATCA Ha cepBepax, MarHUTHbIX JIEHTAX, ONTUYECKMX AMCKAX, B XPAHUIULLAX M HA BHELIHUX
HEKOHTpOAMpyeMbIx naowaakax. C noMoLLbo LWWMPPOBaHUS faHHbIX HA YPOBHE ApaliBepa
onepaLyuoHHOM cucTeMbl Zserver Suite HaAeXHOo 3almLLaeT JaHHbIe B MPOL,EeCcce NUCNONb30BaHuMS,
XpaHeHUs 1 TPAHCMOPTMPOBKK. [laxke B ciyyae nonagaHus GU3nYecknux HoCuTenein B pyku
3/10YMbILNEHHUKOB JOCTYN K 3alMPPOBAHHbIM AaHHbIM 6e3 kntoya OyaeT HEBO3MOXKEH.

Zserver paboTaeT no NpUHLMMY «Npo3padvHoro» WndpoBaHus HocuTenen nipopmaumu. Cuctema
ABTOMATMYECKM B PEXXMME PeasibHOro BpeMEHU OCYLLEeCTBASET WKdpoBaHMe MHOOPMALLMM MPU 3aNUCK
Ha HOCUTENb M pacwmdpPOBbLIBAET NPU YTEHUM C HETO, TAK YTO HAZIMUME CUCTEMbI OCTAETCS COBEPLUEHHO
He3aMeTHbIM A1 nosib3oBaTtesnieid. [1py 3TOM Takue onepawumu 0CTakTCs «KMPO3PaYHbIMU®» HE TONbKO AN
COTPYAHMKOB, HO Aaxe AJ1 CEpBEPHOM OnepaLMOHHOM CUCTEMbI, YTO obecrneunBaeT NosHyo
COBMECTUMOCTb C JI0ObIM JIOKaNbHbIM M CETEBbIM NMpOorpaMMHbIM obecneveHnem — 1C, Microsoft
Exchange Server, Oracle Database n . 4.

HapnexHocTb 3awwuThl 06ecneynBaloT cneumanbHble CTOMKME anropuTMbl LUMGPOBAHKUS C AIMHOM KitoYa
[0 512 6ut. JocTyn K AaHHbIM OCHOBAH Ha ABYX(AKTOPHOM ayTeHTUOUKALMM aIMUHUCTPATOPA: KoY
WKdpoBaHMA 3aNMcaH Ha CMapT-KapTy, 3almiieHHyto PIN-Ko4oM, KOTOpbIV B CBOKO O4epeab HeNb3s
onpenennTb MeToAoM nepebopa — KOJMYECTBO MOMbITOK €ro BBOAA OrPaHUYeHo.

Pewaemble 3a0a4u

3awmTa KoHdOMAEHLMANbHON MHAOPMaLUKN B MeCTaX XpaHeHus.

be3sonacHas TpaHCMOPTMPOBKA M YTUIM3ALMS AAHHbIX.

3awmTa 6a3 AaHHbIX, MOYTOBbIX M (DaMNOBbIX CEPBEPOB B MpoLecce paboTbl.

KoHTponb goctyna K 3awmiiaemoi nHbopmauum s nonb3oBatenei u NpUnoXKeHUum.

MonHoe ckpbiTMe PakTa HAMYMS Ha 3aLMLLAEMbIX HOCUTENSX KAaKMX-TMO0 AaHHbIX 1 0.
OnepatnBHoe 610KkMpoOBaHMe AOCTYNA K MHOOPMALMM B CJTy4ae IKCTPEHHOW HE06X0AMMOCTH.
3almTa JaHHbIX OT HeCAaHKLIMOHMPOBAHHOIO A0CTYMNA CO CTOPOHbI CUCTEMHOIO aAMMHUCTPATOPA.
[apaHTMPOBAHHOE YHUUTOXEHWE MHDOPMALUU.

A AAMAMAMANANAN

Ocobble BO3MOXXHOCTU

4 Mopynb Zserver Enterprise Key Server 0aét BO3MOXHOCTb LIEHTPAIM30BAHHOIO YNpaBneHus
K/IKo4aMu LIMPPOBAHMS HA HEOrpaHUYEHHOM KOJIMYEeCTBE CEPBEPOB.

4 Mopynb Zserver Script Pack cywectBeHHO paclumpsieT CTaHAAPTHbIM QYHKLMOHAN, N03BONSS
3a/,aBaTb COOCTBEHHYO peakLuio Ha COObITUS CUCTEMBI, HANPUMEP, CAeNaTb KNOAMEHY AMUCKa» Ha
3apaHee 3aroToB/IEHHbII Cpa3y e Nocie NOoCTyNIeHUs CUTHaNa «TpeBorax.

4 Mopynb Zserver Disk Access Control no3sonseT ynpaBnstb LOCTYMOM K MHGOPMALIMM CO CTOPOHbI
nosib3oBaTenen 1 NPUNOXEHUN, 4aBas BOIMOXHOCTb 3a4aBaTb posb auckosoro firewall.

4 Mopynmn GSM-u Radio-Alarm patoT LONONHUTENbHbIE BO3MOXHOCTU A4/151 ONepaTUBHOM GNOKMPOB-
KM [OCTYNa K AaHHbIM C NMOMOLLbIO TenepoHa Unun paguobpenoka.

4 KBopyM kntoueit wndpoBaHus No3BoASET MUHUMU3MPOBATL YeNoBeYecKuid hakTop 3a cyet
pasfeneHuns KNYen Ha HeCKOIbKO YacTel Mo aHaNormm C XpaHUAULWAMM B KPYMHbIX HaHKax.

4 Zserver Suite MoxeT PyHKLMOHMPOBATb Ha cepBepax B knactepe Microsoft Cluster Services.

4 TexHonorus onpepeneHns ncnopyeHHblix cektopos (Bad Block Sense) rapaHtupyeT ctabunbHyto
paboTy cucTeMbl faxe B CTy4ae NOSBNEHWUS HA AMCKE UCMOPYEHHbIX CEKTOPOB.

NMpeumylecTtea

4 Zserver Suite Bcerga XpaHuT 3aliMLiaeMble AaHHble B 3alWndpoBaHHOM Buae v paclumdpoBbiBaeT
MX L N0 HEOBXOAMMOCTH.

4 B cncteme Mcnonb3yroTcs TONbKO CBEPXCTOMKME M NPOBEPEHHbIE BPEMEHEM anropuTMbl WndpoBa-
HUMA ¢ AnnHOM Kntoya go 512 6ut — RC5, AES, XTS-AES n TOCT 28147-89.

[Mo3BoHUTE HaM NpsiMo cenyac +7 495 221-21-60
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MHoronoToyHoe WudpoBaHue Zserver Suite N03BONSET CYLLECTBEHHO MOBbLICUTL CKOPOCTb
LUMPPOBAHMS AAHHbIX HA MHOTOMPOLLECCOPHbIX M MHOTOSIAEPHbIX CEpBEPAX.

3a cueT cneumanbHOM TeXHONOrMK «MOHOBOMO» LWMGPOBAHUS He TpebyeTcs npekpalleHue
[ocryna K MHGopMaumu Ha sTane BHeapeHus Zserver Suite.

Zserver Suite no3BonseT 6e30MacHO reHepupoBaThb KNHUM WKMOPOBAHMS C MOMOLLbIO ABUXKEHUM
MbILLbIO, LUIYMOB MUKPODOHA M MHOXECTBA APYrMX GU3NUECKUX UCTOUHMKOB.

Kntoun wudpoBaHMs 3annCbIBAOTCS HA CMApPT-KapTy, 3alMLLEHHYO MUH-KOLOM — 3TO rapaHTUpy-
€T, YUTO AOCTYN K AaHHbIM BCeraa 6yayT MMeTb TOMbKO AOBEPEHHbIE ML,

Bbicokas ckopocTb WKdpPOBaHMS M HU3KME TPeOOBaHUS K annapaTHbIM pecypcam AenarT

Zserver Suite npakTMYeckM He3aMeTHbIM B paboTe.

B Zserver Suite peann3oBaHa BO3MOXHOCTb MTHOBEHHOM B/10KMPOBKM [OCTYNa K AAHHbIM

C MOMOLLbI KHOMKM «TPEBOTU», CreLManbHbIX paanobpenokos, 06bIYHOrO TenedboHa 1 Nobo
COBPEMEHHOW CUTHANM3ALMUMN.

Zserver Suite NOMHOCTbIO COBMECTUM €O BCeMu MT-cucteMamu, Tak Kak paboTaeT B «MpO3payHOM»
pexunme o onepaumoHHOM CUCTEMBI, MPUIOXKEHMI U NONb30BATENEN.

[lns nonHoueHHOM paboThbl C 3alWMLAEMbIMU JAHHBIMU He TpebyeTcs ycTaHaBAMBaTb Kakue-nmbo
areHTbl UK CUCTEMbI YIPABAEHUS KITOYaMM Ha KOMMbIOTEPbI PSAOBbIX COTPYLHUKOB.

YnpaeneHue Zserver Suite oCyLLeCTBASETCS Yepe3 eaAnHyto cucteMy yrnpasnenus DLP-peweHuamum
Zconsole, KoTopas Takxke NoaaepXUBaeT ynpasneHue Zgate, Zlock un Zdiscovery.

oxxn
] oxxn
oxxn
Pl I - . m
oxxn
- ]
00bIYHbIN arnosbIn
nonb3oBaTenb VN nio6o SUEE
LLpyrow cepsep
aoMVHUCTPaTop
TexHu4eckue TpeboBaHUSA
Mpoueccop: Pentium Il v Bbiwe.
OnepaTtuBHasi NamaTb: 128 M6 u Bblwe.
OnepaumnoHHag cucteMa: Microsoft Windows 2000 / Windows XP / Windows 2003 /

Windows Vista / Windows 2008 / Windows 7 / Windows 2008 R2
Linux c sopom 2.6.x.

[Mpoyne nporpaMMHble CpeacTea: ceteBow npotokon TCP/IP (ang ynaneHHoro ynpasneHus Zserver).
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HoBbl npoaykT — Zdiscovery

BecHoi 2012 rofa koMnaHua Zecurion BbiMycKaeT Nnepsyto Bepcuio Zdiscovery, HOBOro NpoaykTa B
nuHerke DLP.

Cucrema Zdiscovery npeaHasHavyeHa 41s nouMcka KOHOUAEHUMANbHOM MHOPMALIMKM HA KOMMbOTepax
COTPYOHMKOB M cepBepax. Zdiscovery CKaHMpyeT BCe XPaHUIMULLA AAHHbIX

Ha KOMMbIOTEpPaX COTPYAHMKOB U cepBepax. Zdiscovery CKaHMpyeT BCe XpaHUMLLA AAHHbIX

B Mpenenax KopnopaTMBHOM CeTH, B YaCTHOCTH, paboune cTaHumuu, HOYyTOYKK, harn-cepsepbl

1 T. n. Mpu 06Hapy>KeHUU KOHPUAEHLMANbHBIX LOKYMEHTOB Zdiscovery npoBepsieT LONYCTUMOCTb UX
XPpaHeHMS Ha KOHKPETHOM KOMMbIOTEPE UM B CETEBOM XPaHU/INULLE B COOTBETCTBUM C MONUTUKOM
6e30nacHOCTM M COOBLLAET O BO3MOXHbBIX HAPYLUEHUSX.

[ins nonyyenuns 6onee nogpobHOM MHPOpMaLmm o Zdiscovery NO3BOHUTE HaM Mo TenedoHy
+7 495 221-21-60 vnun HanuwmTe Ha info@zecurion.ru.

KOHTaKTbI

Poccuiickas @epepaums, Mocksa,
Bonrorpanckuii npocnekt, 42, kopnyc 8
TenedoH +7 495 221-21-60

@akc +7 495 221-21-60

Mouta info@zecurion.ru

Cant www.zecurion.ru









